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PKI Technology:

- The profiles for PKI operational management protocols must be based on
PKIX (X .509-based PKI) .

- Public Key Infrastructure and Certificate Revocation List (CRL) profile must
be based on X .509 5280 and its update .

- Time stamp service (TSP) profile must be according to the RFC 3161 and its update .

- Online Certificate Status Protocol (OCSP) profile must be according to the
RFC 6960 and its updates .

- At least one of the following algorithms must be deployed .

o Symmetric algorithms (AES, 3DES) .
o Asymmetric algorithms (RSA, ECC) .
o Hash algorithms (SHA2 with 256/384/512 bit output) .

- Minimum RSA/DSA key lengths must be at least 3072 bits . Increasing the
length to 4096 bits is recommended with a view to guaranteeing Long term
security levels .

- A baseline Certificate Policy for service providers issuing qualified certificates
should be written according to the IETF (Internet Engineering Task Force)
PKIX framework RFC 3647 .

- Cryptographic Message Syntax (CMS) must be according to the RFC 5652
and its update .

- ETSI ADES Digital Signatures (CADES, XADES, PADES, and ASiC) .

-ETSITS 119 612- Trusted Lists .

(il - &)

Hardware Security Modules:

- For e-signature creation and verification product and in trustworthy hardware
devices used as secure signature creation devices, it is required to have

concurrent acceptance and usage of FIPS 140-2 level 3 until September 21,
2026 and FIPS 140-3 level 3 after that or encluded in EU QSCD list .
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Qualified signature creation devices:

- The creation devices are able to store private e-signature keys for its holder
without delivering the key to the outside world . Therefore, the calculation of
the signature algorithm as well as its storage is performed in a highly secure
environment inside a creation device . Thus, it is required to have creation
devices that use the most advanced security standard available in the market .

- QSCD must be certified FIPS 140-2 level 3 until September 21, 2026 and
FIPS 140-3 level 3 after that or encluded in EU QSCD list and support RSA
3072 algorithm .

(3 - byl

Security Standards:

- Information Security Management Standard (ISMS) as ISO/IEC 27001 and its
guidance ISO 27002 (recommended) .

- Information technology -Public key infrastructure- Practices and policy
framework ISO/IEC 27099(recommended) .

- Privacy Information Management System ISO/IEC 27701(recommended) .

- All hosting Data center/s should be at least Tier 3 design certified .

R - & yhdl)

Operation Standards:

- ETSI (The European Telecommunications Standards Institute) ETSI EN 319
411-1 Policy requirements for certification authorities issuing qualified
certificates .

- ETSI EN 319 411-2 Policy and security requirements for Trust Service
Providers issuing certificates .

- ETSI EN 319 401: Electronic Signatures and Infrastructures (ESI); General
Policy Requirements for Trust Service Providers .

- ETSI EN 319 421 Electronic Signatures and Infrastructures (ESI); Policy and
Security Requirements for Trust Service Providers issuing Time-Stamps .

- ETSI TS 119 431-1: Policy and security requirements for trust service
providers; Part 1: TSP service components operating a remote QSCD / SCDeyv .

- ETSI TS 119 431-2: Policy and security requirements for trust service providers;
Part 2: TSP service components supporting AdES digital signature creation .

- ETSI TS 119 432: Protocols for remote digital signature creation .
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Certificate Serial Number (S/N):
la b6 bd a8 fa 1d {7 5d
Subject Key Identifier:

6¢c0cleae8e8cecacda93d3d8315cadf31044d333

Certificate Thumbprint:

dOed83a8437a8c09e6ce24386405¢61342012fcO
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Requirements for service providers providing electronic registered delivery

service (ERDS)

Technical Specification . Electronic
Signatures and Infrastructures (ESI);
. Registered Electronic Mail (REM) .

"ETSITS 102 640

o All parts

Electronic Signatures and
Infrastructures (ESI); Policy and
security requirements for Electronic
Registered Delivery Service
Providers "ETSI EN 319 521"

e Electronic Registered Delivery
Service ERDS

o Electronic Registered Delivery
Services Providers ERDS

Electronic Signatures and
Infrastructures (ESI); Electronic
Registered Delivery Services; Part 1:
Framework and Architecture

"Electronic 319 522"

o All parts

Electronic Signatures and
Infrastructures (ESI); Policy and
security Requirements for Registered
Electronic Mail Service providers

"ETSI EN 319 531"

e Registered Electronic Mail Service
REMS

Electronic Signatures and
Infrastructures (ESI); Registered
Electronic Mail (REM) Services;
providers Part 1: Framework and
architecture

"ETSI EN 319 532"

o All parts
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The Universal Postal Union (UPU)

e S33 Interoperability framework for
postal public key infrastructure
¢ S52 Functional specification for

postal registered electronic mail
(PReM)

o | i (o0 el e - ¥

Standard/ Guidelines

Scope

Requirements for service providers issuing the certificates for SSL (i.e. the

Certificate Authority (CA))

Web Trust Principles and Criteria for Certification Authorities - Extended

Validation SSL - Version 1.7.8

Electronic Signatures and
Infrastructures (ESI); Policy and
security requirements for Trust
Service Providers issuing certificates;
Part 1: General requirements

"ETSI EN 319 411-1"

e Domain Validation Certificate
Policy DVCP,

¢ Organizational Validation
Certificate Policy OVCP

Electronic Signatures and
Infrastructures (ESI); Policy and
security requirements for trust service
providers issuing certificates; Part 2:
Requirements for trust service
providers issuing EU qualified
certificates

"ETSI EN 319 411-2"

Electronic Signatures and
Infrastructures (ESI); Certificate
profiles; Part 4: Certificate profile for
web site certificates

"ETSI EN 319 411 -4"
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